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INTRODUCTION

Encryption is the science and art of maintaining the confidentiality of messages by
encoding them in a form whose meaning cannot be understood. Encryption and
decryption are part of cryptography itself, and the encrypted message is called plaintext.
In cryptography, Vignere Chiper is a simple polyalphabetic encryption system. The
polyalphabetic system encrypts text consisting of many characters at once. The Vignere-
Chiper cipher uses a permutation shift function, similar to the Caesar cipher. The
algorithm is a technique used when working on the Vigenere Cipher, which is almost the
same as the Caesar Cipher. In other words, the plain text in the message is encrypted using
the same techniques used to encrypt characters. Messages are encrypted based on the
distance between alphabetic key values. Railfance or what is known as zigzag chipper is
a way of coding character positions changing from diagonal down to maximum. This
chipper changes the position and arrangement of characters. Because this cipher does not
have a specific key, this cipher is usually systematic, so you need to pay attention to the
writing level to complete it. Railfance Chipper users can apply this to secure MP4 videos,
making it a security solution. However, before applying the Vignere Chipper and
Railfance Chipper algorithms, the video was translated using Base64. The Base64 method

is a technique for converting binary data to ASCII format.
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RESEARCH METHODS

At this stage, researchers will investigate the cause of the problem and solve it later
using the system. Then a diagram, or fishbone diagram, is created. The fishbone diagram
is a diagram that is commonly used to identify, analyze and solve problems. The Ishikawa
diagram (Fishbone diagram) is in the shape of a fish, and the structure consists of a fish
head and fish bones. Fishheads contain the name or title of the identified problem. On the

other hand, fish bones show the problem resulting from a different cause.
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Figure 1. Fishbone Diagram

In the picture above, it can be seen that there are four categories causing the problems in

this research, namely the Vignere Chiper algorithm, classic encryption that uses less

secure substitution techniques in the information exchange process; This is an algorithm.

Since classical algorithms are simpler for cryptanalysts, they must be combined with other

cryptographic algorithms to make and maintain the information exchange process more

secure. This research combines the Vignere chipper algorithm and the Railfance chipper
algorithm. The functional requirements for a system that implements a combination of

Vignere and Railfance encryption algorithms to protect video files are as follows:

1. Receiving plain text input The system searches for and reads files with the extension
.mp4 and is stored on the device used or the system receives plain text input from the
user manually. The system only reads video files. Next, convert using the Base64
method.

2. Key The system receives key input from the user or randomly generates a key which
is used as a key for the Vignere encryption algorithm with the Railfance encryption

algorithm to protect video files.
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3. Message Encryption The system uses the Vignere encryption algorithm to encrypt
messages with a key and generate ciphertext. Then it is encrypted again using the
Railfance encryption algorithm to produce a new ciphertext.

4. Message decryption The system then reads and decrypts the stored message. The
system decrypts the obtained ciphertext using keys from the Vignere and Railfance

cryptographic algorithms.

RESULTS AND DISCUSSION
This system modeling uses Unified Modeling Language diagrams to describe how
the system works, especially object-oriented systems. The UML diagrams used are use

case diagrams, activity diagrams, and sequence diagrams.
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Figure 2. Usecase Diagram

The image above describes a workflow that sends and receives messages using the
MP4 extension, represented in a use case diagram. This system is used by two actors:
the sender and the recipient. The sender can carry out the encryption process, including
the file entry process, key entry, Vigenere algorithm encryption, Railfance algorithm
encryption, and can also save encrypted files, while the recipient can carry out the

decryption process which includes: Previously encrypted saved file entry process, key
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entry, Railfance algorithm encryption, and Vigenere algorithm encryption. Activity
diagrams represent the flow of activities between users and systems and are created in
detail and sequentially according to the interactions between users and the system they
create.

System testing is carried out to find out whether the system built is in accordance
with system analysis and system design. Apart from that, system testing is also intended
to prove that the system being built can function properly. System encryption testing is
carried out by inputting a video file, then the system automatically translates the video
using Base64 technology. Results are available in plain text. After receiving the plaintext,
the sender enters the key in the form of a combination of characters in the algorithm menu
to decrypt the Vigenere cipher and produces ciphertext 1, after that the sender enters the
key in the form of a combination of characters. Entering the Encryption and Decryption
Railfence number algorithm menu will produce a ciphertext and then the data will be

stored in the database and automatically generates unopenable video output.

Figure 3. Testing Video
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Figure 5. Encryption Result

The decryption system test was carried out by inserting an encrypted MP4 video
file. The system then automatically translates the video using Base64 technology. Results
are available in plain text. After receiving the plaintext, the sender enters the key in the
form of a combination of numbers into the Railfence encryption algorithm menu, which
decrypts it and produces the ciphertext. The sender then enters the key in the algorithm
menu in the form of a combination of Vigenere Cipher characters, then it is decrypted
and the ciphertext is generated, after that the data is stored in the database and a video

output that can be opened is generated automatically.
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Figure 5. Decryption Result

CONCLUSION
In this research, we combine Vigenere encryption algorithm and Railfance encryption
algorithm to protect MP4 files. MP4 files are converted to Base64 and encrypted with

these two algorithms.
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